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Abstract 

Information technology has an important role in carrying out company management activities. It is important that 

information technology is managed properly so that no risks arise that could endanger the company. Companies 

can implement information technology risk management through risk management audits. An audit on 

information technology risk management can help evaluate companies by identifying information technology 

risks and minimizing information technology risks. Such audits can be carried out with the help of the COBIT 

framework. This study intends to conduct a systematic literature review on risk management audits related to 

information technology using the COBIT framework. Literature search from IEEXplore, ScienceDirect and 

Garuda Kemdikbud database sources. Papers were selected based on inclusion criteria. Inclusion criteria include 

paper language is Indonesian and English, paper is published between 2019-2023, the paper describes COBIT in 

IT risk management audits, and paper is available as full text. The results obtained were 24 papers. There are two 

criteria for assessing paper quality, namely the paper contains the COBIT framework used for IT risk management 

audits and the paper contains the COBIT domain used. The results of the analysis of research questions indicate 

that COBIT 5 is a guide used by many researchers in information technology audits for risk management. COBIT 

5 provides a complete and comprehensive risk governance guide for measuring enterprise IT risk management. 

Implementation of COBIT 5 in IT risk management audits to assist in risk assessment and risk management in 

order to minimize and prevent IT risks that may occur. Domain APO12 (Manage Risk) and EDM03 (Ensure Risk 

Optimization) as a reference in conducting IT risk management. 
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INTRODUCTION  

Information technology (IT) plays an important role in almost all areas of human life. 

Almost all companies currently use IT to carry out company management activities. IT can 

speed up the process of managing the company because there is integration or unification of 

data and there are several company operations that have been automated with IT support 

(Dzakiyyah et al., 2021). The company strives for a commitment to compliance and good 

management that is in line with the mission of the company. The use of IT in a company's 

business operations must be balanced with good IT management. 

IT risks arise because IT is not managed properly, so these risks must be managed 

properly so that they do not harm the company because most of the company's business 

processes are supported by the use of IT. So IT risk management is very important to note. 

Companies can manage IT risk by identifying everything related to IT risk and then mitigating 

steps can be taken to minimize IT risk (Silvianthie & Perdanakusuma, 2022). IT risk 
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management can be done by conducting IT governance audits. The application of IT 

governance helps optimize the achievement of value from the use of IT (Puspitasari et al., 

2020). Audits in the field of IT governance describe the ability of a company's IT to support 

and improve business processes (Audia & Sugiantoro, 2022). Thus, an IT risk management 

audit helps evaluate companies in identifying IT risks and minimizing these risks so as not to 

harm the company. 

The framework used to assess companies in managing IT risk is the Control Objective 

for Information and Related Technology (COBIT). COBIT is a standard practice guide 

regarding IT management (Alfiansyah et al., 2020). COBIT considers governance and risk 

management to be a component of overall enterprise IT governance and management. This 

framework or guidance framework can help companies obtain risk-specific results, namely risk 

management strategies, risk management communication plans and risk mitigation (Ahmed, 

2017). COBIT provides comprehensive and complete guidelines for measuring corporate IT 

risk management which is useful for helping achieve the goals of corporate IT governance 

(Sarmini & Adipurwoko, 2019). In COBIT presents a list of risk policies and their descriptions 

to help develop a company's customized risk policy. This list is for an IT risk management 

guidance framework that contains the components that must exist for effective IT risk 

management (Salman, 2017). 

Several studies have used the COBIT guidance framework for the implementation of IT 

risk management audits. Farikhah et al (2021) uses COBIT in IT risk management on IoT to 

help analyze operational risk and provide solutions for managing these risks. Rajjani et al 

(2021) implements risk management at PT Semen Indonesia by adopting COBIT guidelines to 

measure a company's ability to anticipate or handle IT risks. Zakkadiaksa et al (2020) 

implements COBIT at UPT-TIK Universitas Brawijaya to assess risk and manage risk. Based 

on some of these studies that COBIT has a broad scope. IT risk management audit is important 

for companies so it needs to be implemented by a company. IT risk management is carried out 

by identifying IT risks to anticipate and deal with these risks. So that risk management helps 

companies manage IT risks and avoid the negative impacts they cause. Kurniati et al., 2020) 

researched Information Technology Risk Management on e-government: Systematic Literature 

Review. This research provides information regarding the implementation of risk management 

standards in the e-government sector and the benefits of implementing risk management as 

well as the factors that determine the success of implementing risk management in e-

government. Ikhsan et al (2021) researched the Systematic Literature Review on Corporate 

Information Technology Governance in Indonesia using Cobit 2019. This research discusses 

the topic of IT governance in COBIT 2019 and provides a summary of COBIT 2019 research 

to make it easier to understand the implementation of COBIT 2019. The previous literature 

review focuses on IT risk management in e-government and IT governance in Indonesia uses 

COBIT 2019. Meanwhile, this research focuses on IT risk management audits using the COBIT 

framework. 

This research uses a systematic literature review approach to analyze the use of COBIT 

for IT risk management audits. The selected papers in this research will be reviewed and 

analyzed so that this research can provide a summary of the application of COBIT for IT risk 

management audits. This research is expected to make it easier for future researchers to 

understand COBIT in IT risk management audits and as a study that helps an organization or 

company in IT risk management audits using the COBIT framework. 

 

METHOD 

The method applied in this study is the Systematic Literature Review (SLR). The SLR 

method is an activity of identifying, analyzing, and interpreting previous research in relation to 

research questions (Kurniati et al., 2020). The following are the SLR steps from this study. 

1. Research Questions 

The research questions in this research are as follows. 
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• RQ1: How is the COBIT framework used in an IT risk management audit? 

• RQ2: What COBIT domains are used in an IT risk management audit? 

2. Literature Search 

Literature search is the process of obtaining relevant research papers to obtain answers to 

research questions. The following databases were selected for the literature search: 

• IEEXplore 

• ScienceDirect 

• Garuda Kemdikbud 

Selected papers with publication range from 2019 to 2023. The literature search strategy 

uses the keywords "Risk" and "Cobit". 

3. Literature Selection 

The literature that has been searched is then selected based on the inclusion and exclusion 

criteria according to the needs to be used in this study. The criteria are as follows. 

Inclusion criteria: 

a) Paper language is Indonesian and English 

b) Paper is published between 2019-2023 

c) The paper describes COBIT in it risk management audits 

d) Paper is available as full text 

Exclusion criteria: 

a) Paper is not available in full text 

b) The paper does not describe COBIT in IT risk management audits 

c) Paper is not literature review research 

d) Paper language is not Indonesian and English 

4. Quality Assessment 

The next step is to provide a quality assessment of the paper that has been selected by setting 

quality criteria. The quality assessment criteria in this study are as follows. 

• QA1: Does the paper contain the COBIT framework used for IT risk management audits? 

• QA2: Does the paper state which COBIT domain to use? 

 

RESULTS AND DISCUSSION 

The process of searching for papers using predetermined keywords resulted in 90 papers 

originating from IEEEXplore, ScienceDirect and Garuda Kemdikbud database sources. The 

papers were then selected based on inclusion and exclusion criteria so that a total of 24 papers 

were obtained. Table 1 describes the detailed results of the literature search process. 

Table 1. Literature Results 

Database Literature search Literature selection 

IEEEXplore 28 7 

ScienceDirect 47 3 

Garuda Kemdikbud 15 14 

Total 90 24 

 

The selected papers undergo a quality assessment. Papers containing the COBIT 

framework used in IT risk management audits and the COBIT domains suggested in the 

selected papers were identified. This study has two research questions used. The first research 

question is how the COBIT framework is used in an IT risk management audit (RQ1). Table 2 

describes the framework used in IT risk management audits. 

Table 2. Framework For IT Risk Management Audits 

No Author Framework 

1 (Othman et al., 2021) ISO, COBIT, NIST dan ITIL 
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No Author Framework 

2 (Aprianto & Nugroho, 2021) COBIT 5 dan ISO 31000:2018 

3 
(Goman, 2019) 

PMBOK, COBIT 5, ITIL V3, ISO 27005:2011 

dan ISO 31000:2009 

4 (Monev, 2020) ISO 27001:2013 dan COBIT 5 

5 
(Irsheid et al., 2022) 

COBIT 5, ISO27005, CRAMM, NIST SP 800-

30, Allegro, OCTAVE, dan CORAS 

6 (Amirta et al., 2023) COBIT 2019 

7 (Flores & Morocho, 2020) OCTAVE-S, COBIT 5 dan ISO 27005 

8 (Miranda et al., 2019) COBIT 4.1 

9 (Yubo, 2020) COBIT 4.1 

10 (Hasibuan & Setyadi, 2022) COBIT 4.1 

11 (Prasetyo & Setyadi, 2022) COBIT 4.1 

12 (Setyadi & Prabowo, 2021) COBIT 4.1 

13 (Setyadi & Anggoro, 2021) COBIT 4.1 

14 (Ximenes, 2019) COBIT 4.1 

15 (Hartono et al., 2019) COBIT 5 

16 (Wulandari et al., 2019) COBIT 5 

17 (Zakaria et al., 2019) COBIT 5 

18 (Prasetyo et al., 2023) COBIT 5 

19 (Setiawan & Fianty, 2023) COBIT 5 

20 (Sarmini & Adipurwoko, 2019) COBIT 5 

21 (Khairuna et al., 2020) COBIT 5 

22 (Alfiansyah et al., 2020) COBIT 5 

23 (Farikhah et al., 2021) COBIT 5 

24 (Nugraha et al., 2021) COBIT 5 

 

Referring to the systematic literature review to answer RQ1 in this research, the COBIT 

5 framework is still widely used in IT risk management audits as seen in table 2. COBIT was 

prepared by the Information Systems Audit and Control Foundation (ISACA). COBIT is a 

guide or guide used in governance and management related to technology and information of 

an organization that is intended not only for IT but for the entire company. COBIT 5 is a 

framework that contains an overall business overview of an enterprise's IT governance to 
describe the use of IT. The COBIT 5 domain includes Evaluate, Direct and Monitor (EDM), 

Build, Acquire and Implement (BAI), Align, Plan and Organize (APO), Monitor, Evaluate and 

Assess (MEA), and Deliver, Service and Support (DSS). The maturity level in COBIT 5 uses 

the ISO/IEC 15504-2:2003 standard from level 0 to level 5 (ISACA, 2013). COBIT 5 for risk 

is the globally accepted and used part of COBIT 5 for enterprise IT risk management in IT 

governance and management. COBIT 5 for risk contains a comprehensive and complete risk 

management guide or guideline that can help companies measure IT risk management so that 

corporate IT governance goals can be achieved (Sarmini & Adipurwoko, 2019). 

Implementation of risk management using COBIT 5 to ensure risk management 

procedures that can occur from the use of IT so as not to cause losses to the company. So that 

the application of risk management can minimize the risks that might occur from the use of IT 

(Goman, 2019; Othman et al., 2021; Sarmini & Adipurwoko, 2019). For example, research 

Irsheid et al (2022); Nugraha et al (2021) uses COBIT 5 to minimize some risks in order to 

maintain information security from IT use. Risk management can assist in preventing and 

protecting against the impact of threats that cause loss and damage to the use of IT (Prasetyo 

et al., 2023; Prasetyo & Setyadi, 2022). COBIT 5 is also used to carry out risk assessments. 

Risk assessment ensures that risks that are likely to occur can be identified and managed 

properly so as not to disrupt the company's business processes (Wulandari et al., 2019). Risk 



Handayani et al. Systematic Literature Review on Auditing ……….. 

 

 Prisma Sains: Jurnal Pengkajian Ilmu dan Pembelajaran Matematika dan IPA IKIP Mataram, October. 2023. Vol. 11, No.4 | 1032 
 

assessment helps provide risk ratings and risk management strategies based on company risks. 

The results of the COBIT 5 maturity level as a source of input in risk assessment (Monev, 

2020). 

There are two risk perspectives in COBIT 5, namely the function of risk and risk 

management. The functional view of risk describes the need for an enterprise to create and 

maintain an efficient and effective risk management and IT governance. The risk management 

view describes the basic process of managing risk in identification, analysis, response and risk 

reporting which is supported by the COBIT 5 enabler (Ahmed, 2017). The scope of COBIT 5 

for risk includes: 

a) Focus on implementing COBIT 5 for risk 

b) Help enable governance and risk management functions efficiently and effectively 

c) Provide guidance in identifying, analyzing and responding to risks through the 

implementation of core risk management processes and risk scenarios 

d) Aligned with and linked to enterprise risk management standards, frameworks and 

initiatives 

e) Provides a link between COBIT 5 enablers and risk scenarios for risk mitigation 

Table 3. COBIT domains 

No Author Domain 

1 (Hasibuan & Setyadi, 2022) PO9 

2 (Prasetyo & Setyadi, 2022) PO9 

3 (Setyadi & Prabowo, 2021) PO9 

4 (Setyadi & Anggoro, 2021) PO9 

5 (Sarmini & Adipurwoko, 2019) EDM03 dan APO12 

6 (Alfiansyah et al., 2020) EDM03 dan APO12 

7 (Nugraha et al., 2021) EDM03 dan APO12 

8 (Flores & Morocho, 2020) EDM03 dan APO12 

9 (Miranda et al., 2019) PO, AI, DS dan ME 

10 (Ximenes, 2019) PO, AI, DS dan ME 

11 (Yubo, 2020) AI1, AI2, AI3, AI4, AI5, AI6 

12 (Hartono et al., 2019) EDM03, APO12, BAI06, APO13, DSS05 

13 (Amirta et al., 2023) EDM03, APO12, DSS03 dan DSS05 

14 
(Farikhah et al., 2021) 

EDM03, APO12, EDM01, APO02, APO07, 

APO08, BAI08 

15 (Wulandari et al., 2019) APO12 dan DSS01 

16 (Prasetyo et al., 2023) APO12 

17 (Khairuna et al., 2020) APO12 

18 (Aprianto & Nugroho, 2021) APO12 

19 (Setiawan & Fianty, 2023) EDM02, APO07, APO10 

 

The second research question is what COBIT domain is used in an IT risk management 

audit (RQ2). Based on table 3 that in risk management, APO (Align, Plan, Organize) and EDM 

(Evaluate, Direct, Monitor) are the most widely used domains. The APO domain focuses on 

all IT-enabled organizations, activities, and strategies. Meanwhile, the EDM domain focuses 

on the objectives of stakeholder governance, risk optimization, resource optimization and IT 

direction activities. Other domains in COBIT 5 include DSS, BAI, and MEA (ISACA, 2013). 

The EDM and APO domains that are widely used in risk management are EDM03 (ensuring 

risk optimization) and APO 12 (manage risk). EDM03 and APO12 as domains that are a 

reference for evaluating companies in managing risks from the use of IT (Salman, 2017). Both 

of these domains have been widely used by previous researchers who focused on risk 
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management in IT audits (Alfiansyah et al., 2020; Flores & Morocho, 2020; Nugraha et al., 

2021; Sarmini & Adipurwoko, 2019) 

EDM03 aims to ensure that IT risks to the company's business operations do not exceed 

the company's risk tolerance and risk requirements, identify and manage the impact of IT 

threats on the company's business value and minimize compliance violations. In this domain it 

provides an understanding to address and resolve existing and potential risks. EDM03 there are 

3 management practices or sub domains: 

a) EDM03.01 (Evaluate risk management) 

b) EDM03.02 (Direct risk management) 

c) EDM03.03 (Monitor risk management) 

APO12 aims to integrate IT risk management into overall enterprise risk management 

and balance the costs and benefits of managing enterprise IT risk. There are 6 management 

practices in APO12: 

a) APO12.01 (Collect data) 

b) APO12.02 (Analyze risk) 

c) APO12.03 (Maintain a risk profile) 

d) APO12.04 (Articulate risk) 

e) APO12.05 (Define a risk management action portfolio) 

f) APO12.06 (Respond to risk) 

 

CONCLUSION 

This study presents the SLR on IT risk management audits using the COBIT guidance 

framework to analyze and identify the application of COBIT as an IT risk management 

standard. From the results of the analysis of the first research question, the COBIT version 5 

guideline framework is widely used in IT risk management audits. The COBIT 5 section, 

namely COBIT 5 for risk, focuses on risk governance guidelines to measure enterprise IT risk 

management, so that corporate goals can be achieved regarding IT governance. COBIT 5 is 

implemented in auditing in risk management to help manage risks that may occur from the use 

of IT in order to minimize these risks. In addition, to assess risks so that they can be identified 

and managed properly so as not to disrupt the company's business processes. The results of the 

second research question are that there are 2 COBIT 5 domains used in IT risk management 

audits, namely EDM03 and APO 12. These two domains are used as a basis and reference for 

evaluating companies in managing risk in IT. This study can be used as a reference and 

reference for further studies, which focus on auditing IT risk management with COBIT work 

standards. 

RECOMMENDATION 

Recommendations that can be given for further research are research on risk management 

using COBIT which focuses on government or information systems. 
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